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FOR IMMEDIATE RELEASE

HUMAN RIGHTS AUTHORITY — METRO EAST REGION
REPORT OF FINDINGS
CASE #17-070-9013
CARITAS FAMILY SOLUTIONS

The Human Right Authority (HRA) has completed its investigation of possible rights violations
at Caritas Family Solutions (Caritas). Caritas has four Community Integrated Living
Arrangements (CILAs) that serve 14 individuals in the St. Clair County area of Illinois. Two
CILAs are located in Caseyville, a third is in Fairview Heights and the fourth is located in
Swansea.
The allegations being investigated are:
1. The facility failed to protect individuals’ right to privacy when it sent identifying
information to agencies and persons who were not involved in the resident’s care
2. The facility violated consumers’ rights when it failed to make reasonable attempts to
obtain informed consent from an appointed guardian(s) before making medication
changes.
If found substantiated, the allegation would violate the Mental Health and Developmental
Disabilities Code Confidentiality Act (740 ILCS 110/3a & 405 ILCS 102), the Illinois Probate
Act (755 ILCS 5/11a-23), the Mental Health and Disabilities Code, the Code of Federal
Regulations (45 C.F.R 164.508 (a)(1)), and company confidential policies,

METHODOLOGY
To pursue the investigation, an HRA team visited Caritas and interviewed staff, and obtained and
reviewed records, the agency Handbook, policies and procedures as well as the email detailed in
the complaint.

FINDINGS

The first complaint states that the agency sent an email to multiple providers and individuals
(including state and private guardians as well as outside providers) that included identifying
information of residents. As a result, the facility failed to protect individuals’ right to privacy by
sending identifying information to individuals not involved in the resident’s care.

A total of twenty-nine individuals received the email which listed full names of all individuals
residing in Carita's CILAs including emails with domains from yahoo, gmail, outlook,
commlink, ddsme, whisperhome, cuinc, commlink, etc. indicating nonessential members being
given the full names of the individuals receiving care. This email was reviewed by the HRA and
appears to have been a notification informing guardians and outside agencies which QIDP would
be assigned to each resident as an additional QIDP has been added to the agency.

During the onsite interview, staff verified the email error and stated that the agency privacy
policy is to follow Health Insurance Portability and Accountability Act (HIPAA) guidelines. As



a result, the staff typically use initials in emails to protect the identity of the individuals. The
company provides confidentiality training and relevant confidentiality procedures are listed in
the handbook. Direct support persons (DSPs) are trained by a lead Qualified Intellectual
Disabilities Professional (QIDP) and they also receive coordinated on-the-job trainings.

The guardian notified staff of the confidentiality breach. The staff immediately brought it to the
attention of the supervisor, admitting an unintentional error had occurred. The incident was
addressed with the supervisor, staff, and guardian. Additionally, an email with an
acknowledgement letter was sent notifying everyone of the event and the breach of
confidentiality.

The Mental Health and Developmental Disabilities Confidentiality Act states, “All records and
communications shall be confidential and shall not be disclosed except as provided in this Act.
Unless otherwise expressly provided for in this Act, records and communications made or
created in the course of providing mental health or developmental disabilities services shall be
protected from disclosure regardless of whether the records and communications are made or
created during a therapeutic relationship” (740 ILCS 110/3a).

Also, the Code of Federal Regulations, specific to HIPAA protections, details the use and
disclosures for which authorization is required. Part a section 1 states, “(a) Standard:
Authorizations for uses and disclosures (1) Authorization required: General rule. Except as
otherwise permitted or required by this subchapter, a covered entity may not use or disclose
protected health information without an authorization that is valid under this section. When a
covered entity obtains or receives a valid authorization for its use or disclosure of protected
health information, such use or disclosure must be consistent with such authorization” (45 C.F.R
164.508).

The Caritas confidentially policy states that “Caritas Family Solution and its employees assume
the obligation to protect, maintain, and preserve the confidentiality of all information related to
individuals served. Anyone providing services in an official capacity (employee, board member,
volunteer, and intern) for Caritas shares the responsibility for strictly preserving confidentiality.
Information regarding individuals served shall only be disclosed in accordance with the Mental
Health and Developmental Disabilities Confidentiality Act and according to Caritas policy and
procedures. Anyone providing services in an official capacity shall receive training in protecting
confidentiality.”

The second complaint states that a resident’s medication was changed without receiving consent
from the individual's guardian. As a result, the facility violated consumers’ rights to informed
consent.

During the onsite interview, staff gave an overview of the agency’s medication consent
procedure. When the staff take a client to the doctor, and the physician makes medication
changes, staff stated that the policy is to first notify the resident’s guardian and obtain approval
for the medication change. Once approval is received, the Registered Nurse (RN) is notified and
completes a new Medication Administration Record (MAR). Next, the physician order sheet is
completed for the individual’s primary doctor to sign and the pharmacy fills the script.

Staff explained that the guardian assisted the individual to the physician’s visit with no staff
present. The physician changed the prescription under the assumption the medication change was
the guardian’s request. As a result, the script was sent electronically to the pharmacy and was
filled. The physician made the medication changes on the physician order sheets bypassing
normal procedure and knowledge of any staff, including the RN due to the electronic fillable



scripts. The prescription for Oxybutynin was changed from BID, meaning the medication is
taken twice a day, to a once daily (QD) extended release tablet. This medication is used to treat
symptoms of overactive bladder, such as frequent or urgent urination, incontinence, and
increased night-time urination. Staff explained the medication was sent to the home and
administered to the individual. No adverse effects were noted from the medication change.
Caritas states its use of the medication change form is utilized for more major medication
changes and does not typically have guardians sign consents for minor medication changes, thus
indicating the prescribing physician is accountable for notification of the guardian and that
requiring guardian signatures on consents can cause major delays on the medications that clients
may need.

The agency claimed to assume the guardian was aware of the medication change due to her being
the only advocate present at the time of the doctor’s visit. As a result, no error form was filled
out due to no admission of error on the part of the company or the staff. In the interview, the
company’s only admission was in a communication weakness. There was no documentation of
the guardian's consent for the medication change.

There was no guardian consent policy available for review. After requesting such documentation
and policies, there is a Residential CILA consent for medication treatment that is to be completed
for all medication changes including a new medication, increase, decrease, discontinuation, and
hold. The sheet requires the drug, dose, route, frequency, reason, prescriber, and guardian written
or verbal consent to be documented. There was no documentation of a guardian’s consent to the
medication change from Oxybutynin BID, meaning the medication is administered two times a
day, to Oxybutynin once daily, extended release tablet, indicating the medication is taken once
daily and releases over time eliminating the need for two pills a day.

The Mental Health and Developmental Disabilities Code states that, “A recipient of services
shall be provided with adequate and humane care and services in the least restrictive
environment, pursuant to an individual services plan. The Plan shall be formulated and
periodically reviewed with the participation of the recipient to the extent feasible and the
recipient's guardian, the recipient's substitute decision maker, if any, or any other individual
designated in writing by the recipient” furthering support that the guardian should be a part of the
treatment team (405 ILCS 5/2-102). Additionally, section 5/2-107 of the Mental Health and
Developmental Disabilities Code allows, “An adult recipient of services or the recipient's
guardian, if the recipient is under guardianship, and the recipient's substitute decision maker, if
any, must be informed of the recipient's right to refuse medication or electroconvulsive therapy.
The recipient and the recipient's guardian or substitute decision maker shall be given the
opportunity to refuse generally accepted mental health or developmental disability services,
including but not limited to medication....” (405 ILCS 5/2-107).

The Illinois Probate Act reads, “Every health care provider and other person (reliant) has the
right to rely on any decision or direction made by the guardian, standby guardian, or short-term
guardian that is not clearly contrary to the law, to the same extent and with the same effect as
though the decision or direction had been made or given by the ward” (755 Ill. Comp. Stat. Ann.
5/11a-23).

After receiving the complaint, Caritas implemented a new policy that details how they will
require consent from guardians for future medication changes. This new medication consent
procedure requires the facility to obtain verbal consent before a medication is changed (including
medication increase, decrease, or discontinuation by the client's physician). Only when verbal
consent is given, will the medication be given to the resident. The facility will also send a paper



medication consent form within seven business days, but will use verbal consent for quicker
access to the guardian. If the guardian does not give verbal consent, Caritas will not implement
the medication change and will have the physician, RN, and guardian deliberate on the most
appropriate course of action.

CONCLUSION

The complaint that states the facility failed to protect the individuals’ right to privacy by sending
identifying information to agencies and persons not involved with the residents’ care is
SUBSTANTIATED. In line with the Confidentiality Act, the full names of the residents
receiving care should be protected to ensure patient privacy from individuals not providing the
care. Since the residents’ names were sent to staff outside of direct care using external domain
names, consent is needed. Following the Code of Federal Regulations, an individual’s name is
considered identifiable information which is to be protected on documents or correspondence
unless proper authorization is provided. This also violated company confidential policy to strictly
preserve confidentiality to only individuals providing services in an official capacity.

The complaint regarding the agency’s failure to make reasonable attempts to obtain informed
consent from appointed guardians before making medication changes is also
SUBSTANTIATED. Not allowing the guardian to provide consent for the medication changes
is a violation of the rights of the individual to include the guardian in the treatment plan
including the changes in medication. This also does not allow the recipient, and in this case the
guardian, the right to refuse the medication as guaranteed by the Mental Health and Disabilities
Code. Staff admitted to the lack of guardian consent when following the physician’s orders.

RECOMMENDATIONS

Consistent with the Confidentiality Act (740 ILCS 110/3a), the Illinois Administrative Code (59
Il. Adm. Code 115.320 (h)), and the Code of Federal Regulations (45 C.F.R 164.508 (a)(1)), the
HRA recommends that Caritas staff ensure the confidentiality of all individuals receiving care.
The HRA recognizes that the agency immediately addressed the issue when the mistake was
discovered. The HRA recommends revisiting confidentiality mandates with all staff on a
periodic basis.

Although it was assumed that the guardian was aware of the medication change because he/she
accompanied the resident to the physician, there is no documentation to that effect. All
medication changes should receive verbal and then written consent as verification that the
agency obtained informed consent. Caritas has since revised their policy and has taken the
necessary steps to become compliant with the regulations of informed consent, as reflected in
their new medication consent procedure. While there is a finding that the complaint is
substantiated, the HRA recognizes that the facility has resolved this issue.




RESPONSE
Notice: The following page(s) contain the provider
response. Due to technical requirements, some
provider responses appear verbatim in retyped format.
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07-17-18; 11: 4284 (6184745517 £ 3 8

REGIONAL HUMAN RIGHTS AUTHORITY
HRA CASE Numbers 17-070-9013
SERVICE PROVIDER: Caritas

Pursuant to Section 23 of the. Guardlanshxp and Advocacy Act (20 TLCS 3955/1 ef seq.), we have
received the Human Rights Authority rcport of ﬁndmgs

IIVIPORTANT NOTE

Humain R.tghts Authonty reports mny be made & partof the pubhe Fecord. Reports voted pablic; -
along with any response you: hnve ~ prowded and indicated ‘you wish fo be included i a publc

docuxnent will be posted-on the: 15-'Guardianshxp and Advocacy Commimon Web Site, (Due’
to technical requirenients, your respﬂnse misy. be i s ‘verbatim retyped format.) Reports are also -
provided to complzunants and may be’ forWarded to regulatory agencies for their s rcmew

We ask that the following action be taken:
_\/ We request that out rcsponse to 4ny recommendation/s, plus a1y COMIBLNLS and/or objections be
mcludcd as part of the pnbhc record.

We do not wish to include our résponse in the public record.

No response is included.

7 ) NAME
| & 1on/47 /)!46&734/
TITLE
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August 7, 2018 CARITAS

FEMILY SOLU’TIDNS

Caritas Family Solutions
645 Berkshire Boulevard
East Alton, |llinois 62024

Human Rights Authority

Nlinois Guardianship and Advocacy Commission
Metro East Regional Office

4500 College Avenue, Sulte 100

Alton, lllinois 62002

To whom it may concern:

The'Caritas Family Solutions CILA Program has-enclosed its originial response-items to complaint #17-
070-9003. Thisresponse is dual in.nature, to-address the deficiéncies in medication ¢hange procedures
and participant confidentiality. To address the deﬁcienmes in miedication change procetiures, the
program updated its protoecols to: include netification:of the guardians and elther vérbal or written
consent o implement medication ¢hanges. The program-has begun to implement these changes to
ensure that no medication changes-vccur without guardian consent. See enclosed protocols and
consent.

To address the breach in confidentiality; the program-has liviplemented more in-depth training on the
confidentiality. policy in place In the agenty. Emall séenarios are now included in‘this traininig and staff
are informed-that participants’ full niames, medical conditions, or any other personal information should
never be-used in correspondence. See enclosed agency confidentiality policy.

Sincerely _ _
fuallidhy, Swcehucre

Lisa Winter

Director of Community Residential Services
Caritas Family Solutions

618-258-8750
Lisa.Winter@caritasfamily.org

REGIONAL OFFICE
645 Berlecshire Blvd.

East Alton, IL 82024
618-258-8750 (phane)}
618-258-8751 (fax)
caritasfamilysolutions.org
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P‘KMIL?'SQLHTEQH&‘ |
Me'dication Consent -Pfoéed ures

Purpose: To outline the process by which notif‘ catlon will: be gwen to and-consent will be
gained from guardrans for the add;tron, omrss:on, or changmg of medlcatfon These
procedures adhere to Title 59, Chapter 1, Part 112:90 (Admrnlstratron of Psychotroplc
Medlcatron) in regards 0. psychotroplc medlcatron, -as well as |mposmg medication change
protocols on non- psychotroprcs :

Accountable Staff: Al RN's, aswell as management staff; employed through- the Caritas
Famlly Solutions CILA. Program are accountable for the tralnlng and: monltormg of staff in

accordance with these procedures All RN's employed through the program are expected to’

follow these procedures

Def' mtmns .

a. Code— Mental Health and Developmental Drsabrlitres Code [405. ILCS 5]

b. Guardlanshrp - the legal relatronshrp between an adult recrprent or ward and a court
appointed. guardlan, rncludrng 3. publlc guardtan such as the Office of State’ Guardsan
Iinois guardtans may. make legallv bmdlng decrsrons on behalf of Wards in personal or
fi nancral affairs, ar both. . For the purposes of this Part, the guardlan must have court
authonty to make personal decrsrons for the ward Guardians wrth personal decision-
malcmg authortty wall typlcally act under a plenary guardransh;p A plenary guardran is
one who has full decrsron -making; authorrty over the person wrthout restrictions.
However a guard;an may also legltlmately act under a. temporary ora. limited
guardranshtp in whrch the guardlan has clearly defified 'medical decisron makmg
authority. ‘A parent of an adult recaplent wrthout guardlanshlp is riot legally authorized
to make bmdlng decrsrons on behalf ofa recrplent When doubt. exists as to the
decision- makang authority ofa guardlan, the guardlan shall supply either Ietters of office
of a copy of a court order documentmg Iegal authorlty to act on ‘behalf of the ward.

¢. Inforimed Consent the voluntary and knowmg choice by a reciprent or hrs/her legal
guardlan ‘ :

d. Psychotropic medication ~ medication used for antipsychotit, antidepréssant,
antimanic, ant:anxtety, behaworal modlf“ cation or behavioral management purposes

Procedures:

a. When a new medicatiori is prescnbed or a current medicatton is increased, decreased,
or dlscontmued by the. chent 5 physrc:an {as: drctated by CILA standards), the CILA RN will
call the guardran for verbal consent before the. change is implemented.

b. Onceverbal consent is given; the medrcatlon will be changed accordingly and the RN W|ll
send the: Medrcat:on Consent to the guardran via email; fax, or: masl as well as
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information about the medication’s side effects, risks, benefits, etc. within seven
busihess days. '

c. Ifthe guard:an does.not re[ease verbal consent for the medmation change, the following

steps will be taken:

i
a
e

et
il

The change will not'be lmpiemented
RN will t_nform the prescrlbing doctor of the guardian’s response.

- The physician, RN, and guardian will deliberate on the most appropriate course

of action.’

. CILA administrative staff, RN, and the Q|DP will then file the refusal/consent in

the chent s personal medical: mforrnatlon
If the cilent is his or' her own legally appomted guardian, the refusal or consent

" will be obtained from the claent
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FAMILY SOLUTIONS

Reside'r;tti_a{l?C;IL-A;'-C:Q:nse:ri{t'-f.fe-r Medication Treatment

Client Name; _

[ ]:New Medication [ ] Increase [ ] Decrease [} Discontinuation [ ] Hold:

Drug

| Dose

' | Route .

,'Frequency o

{ Reason.

‘Prescriber |

I'have recelved wrltten information on the medlcation listed ahove ThlS mformatlon mcludes

any potentiai benefits, rlsks, & 5|de effec’ts I glve approvaI for. the medlcat:on listed-above to be :

dlscontmue/recewed as prescnbed ! also f“ ve approval for a generic medication/therapeutic

exchange if needed

Signature of Client/Guardian.

Signattj_r'e‘.of Co- Guardian

Signatire of Staff Er(‘Jviding.Medieetion Information

(if Client has Guardian)

Verbal Consent Received On:

Date.

Date

Date

at

(Date)

(Time)

(Staff Name)
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CARITAS FAMILY SOLUTIONS
AGENCY POLICY AND PROCEDURES MANUAL

Policy Title: ~ Confidentiality.Policy

Type: Agency
Policy Nuinber: §20.01
Effective Date:
Approval: -
' Chief Executive Officer Date
Secretary, Board of Directors ~ Date

L

ohgy Statement: Caritas Famliv Solutions. and its empioyees assume the obhgatlon to
protect, Thaintain, and preserve the conf’ dentsahty of aII mformatron related to individuals

" served. Anyone prewdmg servicesin an ofﬁcrai capacrty (employee board member -

volunteer, lntern, stc.) for CARITAS shares the responsrbristy for strlctly preservmg
confidentiality. Informatlon regardlng mdiwduals served shali only be disclosedin:
accordance W|th the Mental Health and Deveiopmental Disabllitles Conf dentlailty Act and
according to CARITAS pollcy and precedures Aryone: provrding servrces in an offi C|al '
capacity shall receive trainingin. protecting conﬁdentralrty

. Agency. Values _ '
Sacredness :of Hurnan. Life - We vaiue the sacredness ofhuman life, created in the image.of

God, which rmpels us to respect life as a gift from God in all stages of deveiopment and -
wholeness. _

Drgnfty & Diversrty We value the unconditional love of God for each of us- whlch calls. us to
reverence the: dlgmty of every person andto’ appreciate the dlfferences aimong us.







